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1 A societal dilemma

Cryptography is a social and political subject as well as a mathematical and
technical one. A societal dilemma has beset cryptography since its inception:

How should the requirement to enforce laws and pursue and catch crim-
inals be reconciled with the requirement of individuals to have privacy
of their communications and their financial affairs?

Let us consider privacy first. The ability of an individual to keep information
private is fundamental to a free and open society. It allows an individual to
unrestrictedly consider their options about what to say and how to behave,
without undue interference. This promotes a thoughtful and creative population;
society as a whole benefits. Ideas can flourish, without fear of repression. Societies
that promote privacy have a track record of innovation and economic success.

But a civilised society also requires the rule of law. When people do wrong,
there must be the means to identify them and hold them accountable for their
actions. A society in which laws are not enforced is unfair and discriminatory
against its poor and weak members. Laws are constraints on freedom, but good
laws ultimately engender greater freedom by giving citizens the confidence to
take economic risks in the expectation of reward. Naturally, identifying criminals
may require access to data (for example, data from payment systems).

The dilemma can clearly be seen by comparing the traditional financial world
of bank accounts and the cryptocurrency world. Traditional finance is heavily
focussed on rules and regulations, requiring full identification of both the payer
and payee. As a result it has very little privacy. In contrast, cryptocurrency is
motivated by privacy and freedom. By design, there are no restrictions on who
can pay what to whom, and the records of payments do not identify the indi-
viduals behind a transaction. However, the difficulty in identifying participants
in cryptocurrency systems has led to fraud and money-laundering.

Solution shape. We seek a solution that gives privacy to most people most
of the time, but also has a limited ability for law enforcement to carry out
investigations. The investigations should be proportionate and transparent. We
therefore require a solution that satisfies these three principles:



– Deanonymisation avoidance Carrying out an investigation should not
necessarily require full deanonymisation of an individual. There may be
weaker (more proportionate) queries that can help eliminate lines of enquiry
without the need to uncover the identity of any individual.

– Authority transparency Citizens should be able to see if queries have
been made about them, and hold querying authorities to account for the
level of queries they make.

– Trusted party obliviousness Distributed trusted parties may be required,
but they should remain ignorant about the data they manipulate. For exam-
ple, they should not know the subject or the result of an investigation. This
property is important partly for privacy, but also to ensure that the trusted
parties have insufficient information to defect from the protocol.

2 Existing approaches

Self-Sovereign Identity (SSI) and Decentralized Identity (DID). SSI is
a model for managing digital identities that allows an identity holder to control
how to use their identity. DID, developed by the World Wide Web Consortium
(W3C) [9], is an example of SSI. A DID includes a public and private key pair and
the public key acts as the holder’s DID. When a holder requests to bind their DID
with an attribute (such as a university degree), an authorised issuer (in this case,
the university) generates a Verifiable Credential (VC) [10] after verifying that
the holder holds such an attribute. The VC is a digital signature signed under
the issuer’s key. After receiving a VC, the DID holder can prove ownership of the
VC to a verifier, and the process of this proof is called a Verifiable Presentation
(VP). The VP is another signature under the private key of the DID.

Anonymous Credentials (AC). Two extended features for SSI and DID are
relevant to our work. First, VPs can support anonymity. Second, an identity can
bind with multiple attributes within a single credential; for example, a credential
includes name, date of birth, place of birth, nationality, sex, address and DID.
When buying alcohol, the holder wants to prove that they are an adult but
does not want to reveal any other attributes or their DID. In the literature,
the technology supporting these two features is called Anonymous Credentials
(AC). The W3C working group recommends using randomisable signatures to
generate VCs and zero-knowledge proofs to achieve anonymous VPs. Potential
candidates for randomisable signatures are schemes of Camenisch-Lysyanskaya
(CL) [1], Pointcheval-Sanders (PS) [7], or BBS+ [4]. To make an anonymous VP
to a VC, the DID holder first randomises the VC and then creates the VP using
the DID private key. This VP can be verified by using the issuer’s public key
rather than the holder’s DID.

Revocable anonymity. To prevent the identity and attribute holder from
abusing anonymity in ACs, a technique called traceability has been developed
to revoke anonymity using a trusted ‘tracer’, e.g., [2, 6]. When proving the posses-
sion of a credential, the holder includes evidence to show that, given this proof,



the tracer can find the holder’s identity. A particularly notable example in this
direction is the identity management system of the Concordium blockchain [3],
which has very similar objectives to ours. Their goal is to maintain privacy in
financial systems, while still allowing compliance with the requirement of know
your customer (KYC) and the need of anti-money-laundering (AML) rules.

Why these systems don’t satisfy our purpose. The systems mentioned
above do not satisfy the principle of deanonymisation avoidance: any queries
made fully deanonymise the user. They don’t satisfy our principles of authority
transparency or trusted party obliviousness.

3 Certonyms

A certonym (‘certified pseudonym’) is a digital identity under the user’s control,
which (when there is probable cause or a legitimate legal basis) allows certain
queries that can link it to other certonyms or to individuals. This linking aspect
is to allow enforcement of regulations. Crucially, the linking aspects are only
possible in certain circumstances, and only in a way that unavoidably leaves
evidence of the linking (authority transparency). An individual acquires and
uses certonyms as follows:

1. After registering with a credential issuer, an individual can create certonyms
(say on an app on their phone or PC). Similarly to cryptocurrency addresses,
a given certonym is intended to be used only for one or very few transactions;
an individual should generate new certonyms regularly.

2. Individuals can use their certonyms to sign data, such as financial transac-
tions. Anyone can verify the signature, and see that the data was signed by
a well-formed certonym.

3. The certonyms held by an individual and the signatures made by them can-
not initially be linked to each other or to the individual.

Queries that link certonyms. Certain queries which link certonyms to other
certonyms or to individuals are possible, but, as mentioned, such queries can
be fulfilled only if certain circumstances hold, and only in a way that produces
unremovable evidence. The idea of the queries is to allow law enforcement officers
to proportionately investigate patterns in financial transactions. The queries are:

1. Same user: given two certonyms, determine whether they have the same
ground identity without revealing that ground identity.

2. Blind regroup: given a certonym, find the other certonyms that have the
same ground identity, without revealing the ground identity.

3. Find user: given a certonym, find the ground identity of the user.
4. User lookup: given a ground identity, find the certonyms associated with it.

Note that the queries are defined to permit investigations that don’t need to
uncover the user’s ground identity (deanonymisation avoidance).



4 Construction sketch

A certonym takes the form of a tuple: (vk, Cid,H, Ebr,G, π), where vk is a ver-
ification key, Cid and Ebr are ciphertexts, H and G are hash values, and π is a
zero-knowledge proof. Encryptions are with respect to a public threshold key.

Obtaining a credential. User Alice interacts with a credential issuer (CI),
which confirms Alice’s legal identity, encrypts it to produce ciphertext C ′

id, and
signs the ciphertext to produce SC′

id
. Alice chooses a random nonce r, which

the CI blindly signs to produce Sr and encrypts r to produce Cr. The CI stores
Alice’s legal identity in association with Cr and provides to Alice the creden-
tial (C ′

id, SC′
id
, Sr). Alice is in control: only she can create certonyms from this

credential and she can create new and unlinkable certonyms at any time.

Creating a certonym. Alice generates a new signing key pair (sk, vk). She
re-randomises C ′

id, producing a fresh ciphertext Cid that cannot be linked to
C ′

id, for the same plaintext. Alice chooses random integer ϵ that is at most N
(a global parameter) and computes H ← H(r||ϵ), where H is a hash function.
Alice chooses a new nonce and encrypts it, deriving ciphertext Ebr. From this
she computes G, which is defined similarly to H as a structured hash of the
nonce encrypted by Ebr. These values allow linking of temporal generations of
certonyms, as needed for blind regroup. Finally, Alice creates a zero-knowledge
proof π of correct construction, that: re-randomisation was done correctly and
with respect to a ciphertext for which she holds associated signature SC′

id
, she

has knowledge of r and ϵ used in H, she holds a signature on r, and ϵ ≤ N .

4.1 Query execution

Same user query. A query authority QA identifies two certonyms of interest
and wishes to determine whether the underlying legal identities are the same,
without further privacy impact. QA requests a plaintext equality test [5] with
respect to the two ciphertexts at the Cid position of each certonym.

Blind regroup query. QA identifies a certonym of interest and requests de-
cryption of Ebr. Based on the decrypted value, QA inspects the G position of
all existing certonyms and recognises those created using the same or a related
nonce as is encrypted by Ebr. This process identifies all certonyms created by the
same user, whose identity remains unknown. Newly created certonyms cannot
be linked to any previous certonyms unless a subsequent query is performed.

Find user query. QA requests decryption of Cid, revealing the legal identity.

User lookup query. QA and CI jointly find the Cr value associated with
a legal identity of interest; it is decrypted to reveal r. QA computes the set
{H(r||ϵ) : ∀ϵ < N}. For each existing certonym, QA checks whether it contains
a value in the set: this will be the case for Alice’s certonyms (and only hers).



4.2 Authority transparency

An important property of certonymity is that no query can be made covertly:
queries require a decryption, which is done with a transparent decryption scheme
(see [8]). Each ciphertext is encrypted using a public threshold key, in which par-
ties called trustees hold shares of the decryption key and any threshold number
can jointly decrypt. QA publishes query requests on-chain; each trustee only
acts on requests that match on-chain data, and in response publishes its par-
tial decryption of the appropriate ciphertext. So that only QA obtains query
answers, trustees encrypt responses to the QA, which must combine them to
privately compute the plaintext. Trustees perform plaintext equality tests as
needed. Trustees never see details of the queries or results (the plaintext is merely
key material, unlinkable to anything else — trusted party obliviousness).

5 Conclusion

Certonymity is an approach to digital identity that extends SSI by allowing
queries to be made even when users do not cooperate. An essential aspect of
certonymity is that authorities can be held to account for the queries they make.
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